Error! No text of specified style in document.
14
Error! No text of specified style in document.

[bookmark: _Hlk31871541][bookmark: _Toc31114308][bookmark: _Toc31120331][bookmark: _Toc16839382][bookmark: _Toc21087541][bookmark: _Toc23326075][bookmark: _Toc25934681][bookmark: _Toc26337061]SA WG2 Meeting #142E (e-meeting)	S2-200xxxx
Nov 16 – Nov 20, 2020, Electronic, Elbonia                                 								
	
Source: 	Nokia, Nokia Shanghai Bell	
[bookmark: _GoBack]Title: 	KI#1, Conclusion Update for support of external entities
Document for: 	Agreement (P-CR)	
Agenda Item: 	8.2	
Work Item / Release:	FS_eNPN / Rel-17
Abstract of the contribution: This contribution proposes to update the conclusions for KI#1 related to basic principles for network identities and NF selection.
1 Discussion
In KI#1 of the ongoing study the integration of external entities to an SNPN has been discussed. 
SNPN Identifiers
Basic assumption is that a SNPN is identified by a combination of PLMN ID (MCC, MNC) and NID. 
External entity owning the credentials:
Current conclusion assumes:
1) The SNPN will host a function (e.g. enhanced AUSF or new NF) supporting primary authentication and authorization of SNPN UEs that use credentials from the AAA Server.
2) AAA is hosted by external entity. 
In order to facilitate selection of AUSF in the SNPN and AAA hosted by the external entity:
1) AMF needs to select the AUSF or new NF within the SNPN using the HNI provided by the UE. It is assumed that the SNPN dedicates the AUSF or a new NF for a given HNI/AAA thus the HNI and Routing ID could be used by the AMF to discover and select the AUSF.
2) AUSF needs to select the external entity using the home network identifier which is in the format of PLMN ID + NID or realm of the NAI. 
External entity owning the subscription:
1) In this case, the AUSF, UDM may also be present in the Home SNPN
2) In order to facilitate selection of the separate entity owning the subscription (i.e. AUSF, UDM in the Home SNPN), the SUPI/SUCI shall contain Home Network Identifier. The Home Network Identifier can either be a SNPN ID in the format of PLMN ID + NID or realm part of the NAI.
Reference from TS 23.003:
Home Network Identifier, identifying the home network of the subscriber.
When the SUPI Type is an IMSI, the Home Network Identifier is composed of two parts:
-	Mobile Country Code (MCC), consisting of three decimal digits. The MCC identifies uniquely the country of domicile of the mobile subscription;
-	Mobile Network Code (MNC), consisting of two or three decimal digits. The MNC identifies the home PLMN or SNPN of the mobile subscription.
When the SUPI type is a Network Specific Identifier, a GLI or a GCI, the Home Network Identifier consists of a string of characters with a variable length representing a domain name as specified in clause 2.2 of IETF RFC 7542 [126]. For a GLI or a GCI, the domain name shall correspond to the realm part specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2.
When the SUPI type is an IMSI, the Home Network Identifier should comprise of PLMN ID + NID that points to the external entity; if SUPI is a Network Specific Identifier, the domain name corresponds to the realm part and it should identify the external entity.
Proposal The SUCI provided by the UE should comprise of PLMN ID + NID and a realm to select the right AUSF and AAA.
Conclusion The conclusions of TR 23.700-07 shall be updated to reflect the proposals in this discussion.
2 Proposal
[bookmark: _Hlk513714389]
It is proposed to update TR 23.700-07 as follows
[bookmark: _Hlk520730635]*** Start First Change ***
[bookmark: _Toc50559371][bookmark: _Toc16839391][bookmark: _Toc21087550][bookmark: _Toc23326083][bookmark: _Toc25934689][bookmark: _Toc26337069][bookmark: _Toc31114366][bookmark: _Toc43392854][bookmark: _Toc43475653][bookmark: _Toc54940745]8.1	Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN
Editor's note:	This clause will capture conclusions for Key Issue #1.
[bookmark: _Toc54940746]8.1.1	Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server
The scenario where the separate entity owning the credentials has only an AAA Server is supported. It is proposed to adopt the following conclusion principles:
-	The SNPN will host a function (e.g. enhanced AUSF or new NF) supporting primary authentication and authorization of SNPN UEs that use credentials from the AAA Server.
NOTE:	Whether to use a new NF or enhanced AUSF will be determined based on feedback from SA3.
[bookmark: _Hlk54025418][bookmark: _Hlk54025406][bookmark: _Hlk54025333]-	The function (see above) forwards EAP messages to the AAA server that is acting as the EAP Server for the purpose of primary authentication and authorization. 
Editor's note:	Details of External UE IDSUPI/SUCI used for this primary authentication and authorization and related aspects are FFS. 
-	The AMF discovers and selects the AUSF as described in TS 23.501 clause 6.3.4 using the Home Network Identifier and Routing Indicator present in the SUCI provided by the UE.
-	The AUSF (e.g. enhanced AUSF or new NF) in SNPN selects the AAA hosted by the external entity. The discovery and selection functionality (within the AUSF) uses the domain name corresponds to the realm part (specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2)  within Network specific identifier that identifies the external entity to perform discovery and selection of the AAA hosted by the external entity.
-	The UDM supports common mobility management and session management subscription information that is needed at the time of Registration and Session Management procedure.
Editor's note:	It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure.
Editor's note:	It is FFS if subscription information for individual UEs (with credentials stored in AAA) are supported in the UDM.
-	After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data (i.e. mobility management and session management subscription) using SUPI from UDM. 
Editor's Note: 	Furthermore, SA2 should decide, if interfaces between existing/enhanced AUSF (or new NF) and AAA server should be in scope of SA2. The architecture to support AAA interfaces to the AAA server will be revised based on SA3's feedback.
Editor’s note:	The Registration procedure supporting AAA interfaces towards the AAA server will be revised based on input from SA3 including the aspect which subscription data the SNPN should use in this scenario.
8.1.2	Conclusions for scenario where the SNPN offers connectivity for UE(s) with subscriptions owned by separate entity hosting UDM and AUSF
The scenario where the separate entity hosts UDM, AUSF and owns the subscription is supported. It is proposed to adopt the following conclusion principles:
-	In order to facilitate selection of the separate entity owning the subscription (i.e. AUSF, UDM in the Home SNPN), the SUPI/SUCI provided by the UE contains a Home Network Identifier. When the SUPI type is an IMSI, the Home Network Identifier should comprise of PLMN ID + NID that points to the external entity; if SUPI is a Network Specific Identifier, the domain name corresponds to the realm part and the realm should identify the external entity.
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